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BBeageHue

HacTtoswee pykoBOACTBO MO 3KCnnyaTaumm npegHasHadeHo [Ans O3HAKOMIMeHus obcnyxuaroLlero
nepcoHana ¢ YCTPOMCTBOM, MPUHLWMMOM [OEWCTBUSl, KOHCTPYKUMEN, TEXHWYECKOW IKChiyaTaumnen
npeobpasoBaTensi WMpokKononocHeix curHanos MWCO1, nanee no Tekcty nmeHyemoro «PLC-mogem» mnm
«npnbop».

MogkntoyeHne, HAaCTPOKKY U TexobenykBaHWe NpMbopa AOMKHbI MPOM3BOAUTL TONBKO KBanNMUUMPOBaHHbIE
crneumanucTbl NOcne NPOYTEHUS HACTOALLIEr0 PYKOBOACTBA MO aKCnnyaTaumm.



Mpeaynpexparowme coodLeHNsA
B OaHHOM PYKOBOACTBE NPUMEHAKOTCA cnenyroLwine npeaynpexneHua:

ﬁ OMACHOCTb
KntoueBoe cnoso OMNACHOCTb coobLuaeT 0 HenocpeACTBEHHOW yrpo3e onacHOM CUTyaLuu,

KOTOpasi IPUBEAET K CMEPTU UM CEPLE3HOI TPaBMe, ECIM €€ He NPeaoTBpaThTb.

BHMMAHUE
4 : \ | Kntouesoe cnoso BHYUMAHWE coobLiaeTt 0 noTeHuuManbHO onacHoM cuTyaumum, Kotopasi MOXeT
NPMBECTM K HEOONbLUMM TpaBmMam.

CD NPEAYNPEXOEHUE

KntoueBoe cnoso MNMPEOYMNPEXOEHWE cooblwaeT o noTeHuManbHO onacHoOM cuTyauum, Kotopast
MOXET NPUBECTU K NOBPEXAEHMIO MMYLLECTBA.

NMPUMEYAHUE
Iil Kniouesoe cnoso NPUMEYAHUE obpallaet BHMMaHue Ha nonesHble COBETHI Y peKOMeHZauuu,

a Tarke nHdopmaumio Anga acdeKkTMBHoOM 1 6ezaBapuiiHon paboTbl 06opynoBaHKS.

OrpaHquHMe OTBeTCTBEHHOCTU

Hu npu kakux obctostensctBax OO0 «[MponssoactBeHHoe obbeauHeHne OBEH» n ero KoHTpareHTbl He
OyoyT HECTU IOpUANYECKYH0 OTBETCTBEHHOCTL M HEe OyayT npu3HaBaTb 3a cO0OOoM kakue-nnbo obsizatenbcTea
B CBA3M C nobbiM ywepbom, BO3HUKIWIMM B pesynbraTe YCTaHOBKM WK UCNoNb3oBaHMA npubopa
C HapyLleHMeM OeNCTBYOLWEN HOPMAaTUBHO-TEXHUYECKOW JOKYMEHTaLNN.




TepMuHbI M ab6peBUuaTypbI
ACKY?J — aBTOMaTn3mMpoBaHHast cMctema KOHTPOSsi U y4eTa SHEPropecypCcoB.
B3I - Bo3gyLUHbIE NUHUK SNeKTponepeaaYm.
PY — pacnpegenntenbHoOe yCTPOMNCTBO.
GPRS (General Packet Radio Service) — cepBuc ans nepeaayn nakeTMpoBaHHbIX AaHHbIX
nocpeacTBoM pagmocurHana.
PLC (Power Line Communications) — TexHonorus, OCHoBaHHasi Ha UICNONb30BaHWUM NIUHWIA
anekTponepenayn B kayectse (pmanyeckomn cpeabl Ansi BoICOKOCKOPOCTHOW Nepegayun AaHHbIX.

VLAN (Virtual Local Area Network) — 310 HacTparBaemas Tononorus ceTu, No3BonsLwas ynpaensarb
Tpadunkom Ha cpusmdeckom yposHe. VLAN ncnonb3syert normveckoe pasaeneHue Tpaduvka cetm Ha
cermMeHTbl 1 060cobneHHoe ynpasneHme 3TuM Tpadukom.

VolIP (Voice over IP) — TexHonornsa nepegayn ronoca Asis opraHnsaumm 4ByCTOPOHHETO 00LLEHNS.

OID (Object ID) — ato cTpoka unu nocnegoBaTenbHOCTb AECATUYHBIX LMP, 0QHO3HAYHO
naeHTUMUMpPYOLLAs OObEKT.

SNMP (Simple Network Management Protocol) — nprknagHorn npoToKor, NCNonb3yeMmbli B CUCTEMAX
MOHUTOpUWHra ceTeBoro obopynosaHus. lNpoTokon ocHoBaH Ha apxutekType «KnmeHt/Cepsep», Npu 3TOM
B TEPMMWHOMOMMN NPOTOKOMA KNNEHTbI HAa3bIBAKTCA MeHeMKepamin, a cepepbl — areHTamn. MeHeaxepbl
MoryT npom3Bogutb YteHme (GET) v 3anuck (SET) napameTpoB areHToB. AreHTbl MOryT OTNpaBnsaTb
MeHe)epaM acMHXPOHHbIe yBeAoMIeHus (traps — Tpanbl) — Hanpumep, o nepexoae o6opyaoBaHUS B
aBapuirHOe COCTOSHME.

QoS (Quality of Service) — HacTpolika ans obecneveHms HeoBXxoauMOro cepauca (Hanpumep, YpOBHS
CKOPOCTM) 3aaHHOMY TpaduKy B onpeaeneHHbIX TEXHONOrMYECKMX pamKax.



1 HasHauveHue n cyHkuUmn

1 Ha3HauyeHue u ¢pyHKUMMN

MWwC01 — yctponcTteo, npeobpasyiollee curHanel nHTepdernca Ethernet B wmpokononocHeln curHan, ans
nepegayn no nuHuaMm anektponepegad 0,4/6(10)/35 kB ¢ ncnons3oBaHnem 4acToT B AgnanasoHe 2 — 34 MIu.
[na opraHmsaumm cBSA3M Mexgy OObekTamu Hy)XHO He MeHee AByx PLC-mogemMoB M OByX YCTPOWCTB
NpUcoeanHeHns K IMHUKN 3NeKTponepeaad COOTBETCTRYOLLEro Tuna (cM. pasaen 5.6).

Mpunbop Beinyckaetcs cornacHo TY 26.30.11-005-46526536-2019.

®yHKuMM npubopa:
* NnpueM, Nnepegadya, petTpaHcnsauusa curHanos PLC-ceTy;
* wnnto3 B PLC-ceTb Ans npnbopoe ¢ uHTepdericom Ethernet.

O6nacTtb npumeHeHusa npubopa:

* OpraHM3aums CBs3u:
— [OMCNeTyepCcKoro NyHKTa ¢ yaaneHHsIMn obbektamu;
— MyHKTa ynpaBrneHus ¢ pasnuyHbiMy1 obbektamm 6e3 NMHUIN Nepefayvn AaHHbIX;
— TexHororuyeckom cetun no nHtepdeincy Ethernet c ncnonb3osaHnem anekTpuyeckomn ceTu;
— C obbekTamu B criyyae, koraa HeBO3MOXHO ncnons3oBatb GPRS-kaHarn;

* peLeHne npobnem «nocrneaHen Munmy;

* BOCCTAHOBJ1EHNE pa60TOCI'IOCO6HOCTI/I TeﬂeKOMMyHMKaLLMOHHOVI CeTN B Cly4ae noBpexaeHus
BOSTOKOHHO-OMTMYECKON FIMHUN CBA3M;

* opraHmMsaums cbopa AaHHbIX ¢ ycTponcTB no cetu Ethernet B pexunme peansHoro BpemeHy;
* CUCTEMbI aBTOMaTU3NPOBAHHOIO KOMMEPYECKOTO yyeTa anekTpoaHeprumn (ACKYJ);

* CUCTEMbI MOHUTOPWHIa TPaHCGHOPMaTOPHbLIX MOACTAHLUMNA,

* nogkntoveHne VolP-wnto3a ana nepegayum ronoca no CUoBoK CETH;

* nogknoveHne IP-kamep ons nepegayv BUAEO NO CUIOBOW CETMU.



2 TexHn4yeckme XapaKkTepucTnkn n ycrnosua akcnnyaraumm

2 TexHu4yeckue XAPaKTepUCTUKN n ycrioBus IKcniyataumm

2.1 TexHU4YeCKME XapaKTepPUCTUKMN

Tabnuua 2.1 — TexHU4YeCKMe XapakTepuCTUKn

HanmeHoBaHue 3HauyeHue
HomunHaneHoe HanpsxeHne =10...30 B (HomuHanbHoe =24 B)
MakcumanbHas noTpebnsieMmas MOLLHOCTb, He bonee 4,5BT1
Tvn moaynsumm LLnpokononocHas
[dnana3soH ncnonb3yembix 4acToT 2-34 My

MakcumanbHas CKOPOCTb nepeagayn AaHHbIX

200 (Full-duplex 80) MéwuT/c

KoHdpurypuposaHue Web-uHtepdenc
KonunyecTtBo yCcTpOMCTB B OAHOM CETMEHTE 16 wrT.
WHTepdenc ceasn Ethernet 10/100 Base-T
YcTponcTBa npucoeanHeHns EMKOCTHbIE
BonHoBoe conpoTueneHne KoakcnanbHoro kabens 50 Om
KpenneHve DIN-pelika, Ha NOBEPXHOCTb
CreneHb 3awmuThl kopnyca no FOCT 14254-2015 IP20

Pa3mepbl 125 x 55 x 85 mm
Macca, He bonee 0,3 kr




2 TexHn4yeckne XapaKkTepucTukn n ycrnosua akcnnyaraumm

2.2 YcnoBus aKcnnyTaum

Mpnbop npegHasHayeH Ang aKkcnnyatauumn B crieqyoLwmnx yCrnoBumsx:
* 3aKpbITble B3pr806€3OI'IaCHbIe nomMeLleHna nnun LIJKaCbe cBa3n 6e3 arpeccmBHbIX NapoB U ra3os;
* Temnepartypa okpy>katoLiero Bo3gyxa ot MmuHyc 40 go nntoc 55 °C;

* BEPXHUI Npefen OTHOCUTENbHOM BraXXHOCTM Bo3ayxa: He 6onee 80 % npwu +25 °C n 6onee HU3KMX
Temnepatypax 6e3 kKoHgeHcaumm Bnaru;

* fonycTumas cteneHb 3arpsasHeHns 1 (HeCyLLeCTBEHHbIE 3arpA3HEHUS NN HanMyne ToMNbKO CyXmX
HenpoBOAALLMX 3arpsi3HEHNIA);

» atmocdepHoe gaenenune ot 84 oo 106,7 kla.

Mo yCcTOMYMBOCTU K MEXaHMYECKMM BO3OENCTBUSIM BO BPEMS SKCnyatauum npubop COOTBETCTBYET rpynne
ncnonHexms N2 no FOCT P 52931-2008 (4actoTa Bubpauum ot 10 go 55 I'y).

Mo ycTon4unBoCTU K BO3OENCTBUIO aTMOCEPHOro AasneHnsa npnbop otHocutca K rpynne P1 no
FOCT P 52931-2008.

Mpunbop oTBevaeT TpeboBaHUAM NO YCTONYMBOCTY K BO3OENCTBUIO NOMEX B COOTBETCTBUM C
MOCT 61131-2-2012.

Mo ypoBHI0 n3nyyeHust paguonomex (nomexoammuccum) npmdop coorsercteyet FOCT 30804.6.3—2013.



3 Mepbl 6e3onacHocTn

3 Mepbl 6e3onacHocTU

A OMNACHOCTb
Mpun ycTtaHoBKke Npnbopa B Wkad CBA3U AOCTYN K Npubopy, U3-3a HanM4ums OnacHoOro Ansi XXU3Hu
HanpsXeHWsi Ha KNeMMHWKe npubopa, AO0MmKeH ObiTb pa3peLleH TONbKO KBanMguLMpoBaHHOMY
obCcnyxMBatoLLemy nepcoHany.

Mo cnocoby 3aLuThl OT NOPaKEHNS SMEKTPUYECKMM TOKOM Npnbop cooTBeTcTByeT knaccy |l no
roCT 12.2.007.0-75.

Bo Bpewmsi akcnnyatauuu, TeXHWYecKoro oOCNyXWBaHWA W MOBepku credyeT cobniogatb TpebGosaHus
crieqyroLmx JOKYMEHTOB:

» TOCT 12.3.019-80;

* «[MpaBuna akcnnyaTauum a51eKTPOyCTaHOBOK NOTpebuTenen»;

« «[MpaBuna oxpaHbl Tpyaa Npw 3KCnyaTauumn 3NeKTpoyCTaHOBOKY.
He ponyckaetca nonagaHue Brarv Ha KOHTAKTbl BbIXOOHOMO pasbeMa W BHYTPEHHWE 3MEeKTPOINEMEHTbI

npmnbopa. Mpnbop 3anpeLleHo UCNonNb3oBaTb B arpeCcCMBHbIX Cpedax C CoaepXaHuem B aTMocdepe KUCIOT,
Lerno4yen, macen n T. n.



4 MoHTax

4 MoHTax
BHUMAHME

Vi ” \ [MoHTax nprbopa B LwKady CBS3M UMK LUKady 3neKTpooBGopyaoBaHMS NPOU3BOANTL TOSMBKO MpU
OTKITHO4YEHHOM NTaHWK LwKada cBA3u unm obLuero wkada anekTpoobopyaoBaHums.

MpuGop ycTaHaBnuBaeTcs B Likady CBSA3M Unu B oblieM Lkady ¢ anekTpoobopygoBaHnem. KoHCTpykums
LKadga gomkHa obecrneynBaTb 3aWwmUTy Npubopa oT nonagaHus Bnaru, rpsian U NOCTOPOHHMX NPEAMETOB.

A\

—f—
O

1) 2)
PucyHok 4.1 — MoHTax (1) u pemoHTax (2)

[ns yctaHoBku npubopa cnegyet:
1. YB6eanTtbcs B Hann4nm cBo60gHOro NPOCTpaHCcTBa ANs NOAKNoYeHns npubopa 1 Npoknaaku NpoBO4OB.

2. 3akpenuTb npubop Ha DIN-pelike (CM. pucyHok 4.1) nnun Ha BepTUKanbHOW NOBEPXHOCTM C MOMOLLbHO
BMHTOB (CM. PUCYHOK 4.3).
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52,5

PucyHok 4.2 — NaGapuTHble pa3mepbl

10



4 MoHTax

4,38

L4

PucyHok 4.3 — YcTaHOBO4YHbIE pa3mephbl AN MOHTaXa Ha CTeHY

11



5 MopgkntoyeHne

5 MNMoaknroyeHune

5.1 PekomeHAaaunu no NnogKNoO4YeHUIo

Ona obecnevyeHnss HagEXHOCTU OMEKTPUYECKMX COEAMHEHUN PEKOMEHAYETCA WCNOonb30BaTb MeAHble
MHOrOXurbHble kabenu, KOHLbl KOTOPbIX Nepes NOoAKMoYeHMeM crnedyeT TuaTenbHO 3a4MCTUTb U 3anyauTtb
1M ucnonb3oBaTb kabenbHble HakoHeYHUKU. XXunbl kabenen cnegyeTt 3aymluaTh Tak, YTOObl MX OrOfeHHble
KOHUbI Mocrne nogknoyeHns K npuvbopy He BbicTynanu 3a npegenbl knemmHuka. CeyeHve xun kabenen
JOIMKHO ObITb He 6onee 0,75 MMm2.

O6wwme TpeboBaHUSA K IMHUAM COEANHEHUN:

* BO BpeMs Npoknagkv kabenewn cnegyeT BblAENWUTb JIMHWIO CBA3W, coeanHstoLwyto npmbop ¢ Ethernet B
CaMOCTOSATENbHYIO0 TPACCy, pacnoraras ee OTAeNbHO OT CUIOBLIX Kabenen, a Takke oT kabenen,
CO37atoLLMX BbICOKOYACTOTHBIE Y MMMYNbCHbIE NOMEXW;

* NS 3aWmThl MHTepderica Nnpubopa OT BNUAHMS NPOMBILLNIEHHbIX 3NTIEKTPOMAarHUTHbLIX MOMEX NIMHUK
cB4A3mM npubopa cnegyeT akpaHMpoBaTh. B kayecTBe akpaHOB MOMyT ObITb MCMNOMb30BaHbI Kak
crneumanbHble kabernu ¢ aKpaHMpPYLLIMMK ONNeTKamMu, Tak 1 3a3eMIIeHHbIE CTanbHble TPYObI
nogxogsdwero avamerpa. SKpaHbl kabenen ¢ 3KpaHNPYOLWMMK ONMeTKaMu criegyeT NoAKMoYUTb K
KOHTaKTy pyHKLMOHanbHoro 3asemnenus (FE) B wmTte ynpaeneHus;

* UCKporacqdwne (*)VIJ'IprbI cnenyet ycrtaHaBnmBaTb B JIMHUU NUTAHUA np|/|60pa.

MoHTUpYsl cucTeMy, B KOTOpOW paboTaeT npubop, creayeT yunTbiBaTb NpaBuna opraHvsaumnm apdeKTUBHOro
3a3emsieHus:

* BCe 3a3emMndioLwimne nMHUM nNpoknaabiBaTtb No CXxemMe «3Be3aa» C obecneveHnem XOpoLluero KoHTakTa c
3a3eMideMbliM 3N1IEMEHTOM;

* BCE 3a3eMnsioLmne Lenn 4ormkHbl ObITb BbINOMHEHDI nposogamun HanbOonbLLEro CeYeHus.

5.2 N'anbBaHM4eckKan nsonauusa
24BDC SMA

o 52

1500 B 1500 B

0
1500 B
Ethernet

PucyHok 5.1 — Cxema ranbBaHU4eCKOW pa3BA3KU

Tabnuua 5.1 — Tunbl U3onauuu

Tun OnucaHue

OcHogHas (O) M3onauusa ansa yacten obopyaoBaHus, HaXogsaLWMXCSA Mo HanpsXKeHUEM, C LiENbHo
3alUTbl OT NOPaXEHUS SNEKTPUYECKNUM TOKOM. JnekTpuyeckas Mpo4YHOCTb OCHOBHOM
n3onsumm npnbopa NpoBepsieTcs TUNOBLIMU UCTIBITAHUSIMW: MPUITOXKEHNEM
UCMbITaTENbHOIO NEPEMEHHOIO HaNpPsXKEHUS, BENNYMHA KOTOPOro pasnmyHa ans
pasnuyHbIX Lienen npubopa

Ycunennas (Y) OTpenbHas cuctema M3onsauun, NpuMeHsiemas Ansi YacTern Nod HanpsbkeHneM, kotopasi
obecrneynBaeT CTENEHb 3aLLMTbl OT MOPAXKEHUS SMEKTPUYECKMM TOKOM, SKBUBANEHTHYHO
asonHon nsonsaumm cornacHo NOCT 51841

5.3 NMopsaaok noaknoYeHus

BHUMAHME
4 ” \ | Mocne pacnakoBku npuBopa cregyeT y6eamnTbecs, YTo BO BPEMS! TPAHCTIOPTUPOBKM NpubBop He Gbin
NOBPEXAEH.

Ecnu npnbop Haxoguncsa anutensHoe BpeMsi Npy Temnepatype Huke muHyc 20 °C, To nepes BKIKOYEHNEM U
Hayanom paboT HeobXxoaMMO BbiAepXKaTb ero B MOMELLEHUN C TEMMNepaTypon, COOTBETCTBYIOLLEN paboyemy
AunanasoHy, B TeyeHme 30 MyH.

Onsa noakniodeHns npubopa cnegyer:
1. MNoAKNIoYNUTE UCTOUYHMKM NMUTaHUS K Npubopam.

12



5 MopgkntoyeHne

a b~ 0N

O 00 N O

é BHUMAHUE
Mepen nogayen nuTaHna Ha Npubopsl criedyeT NPoBePUTL NPaBUIIbHOCTL NMOAKNIOYEHNS
HanpPs>KEeHUst MMTaHNA 1 ero ypoBeHb.

. HactpouTb IP-agpeca Ha kaxxgom npubope, yyacTByoLEeM B COeauMHeHUn (CM. pasaen 7.4).

. HactponTtb «dnnason PLC» Ha kaxgom npubope, y4acTByloLEeM B coeauHeHnn (CM. pasgen 7.8).
. OTKNOYNTL NUTaHNe NpnbopoB.

. MopkniounTb yCTpONCcTBa NpUcoeamHeHns k npubopam. Paboyee HanpsikeHne ycTponcTea

npucoeagnHeHna OOMKHO coBnagaTtb C Harnps>XXeHnem I/ICI'IOJ'Ib3yeMOPI JIMHUK anekTponepeaadu.

BHUMAHUE
Vi : \ | N noakrnoyYeHns yCTpoicTBa NpucoeanHeHnst K npubopy crieqyeTt UCnonb30BaTh TOMBKO
kabenb 13 KOMMIeKTa NOCTaBkW YCTPOWCTBA NpUcoeauHeHus!

. MogkntounTb NnHMo nHTepdenca Ethernet.

. MNogkntounTb YCTPONCTBO NPUCOEAUHEHWUS K TIMHUK 3neKTponepeaayun.
. MNopatb nuTaHne Ha npubopsi.

. [lpoBepuTb CBA3b C Apyrumm npubopamu (cm. pasgen 7.3).

5.4 Cxema nogknovyeHus

0]

NPEOQYNPEXOEHUE
He ponyckaeTcst nogkntodeHme npoeogoB kK koHTakTam NC (Not connected).
[e[e[re]
esfes] ] | Nepesarpyoa
—
CuHxp. i
VIHT K cetn Ethernet
nLco1 B —
B /
[ns yctpoiictea
Ethernet | // npucoeanHeHns
IP
(1 Nuranuef
el
+24B| 0 B |Shiedd
|
(] ]
T oup”
BN

PucyHok 5.2 — Cxema nogkntoveHus
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5 MopgkntoyeHne

5.5 Mpumepbl NOAKNHOYEHUS U PACNONOXEeHUA YCTPOUCTB NpucoeanHeHus

PucyHok 5.3 — PacnonoxeHue wkaca cesasu u YI-MC-10.0 Ha onope BJ13I

MakcumanbHas anvHa koakcuanbsHoro kabenst ot PLC-mogema go YIM-MWC — 100 meTpos..

lK MLco1

PucyHok 5.4 — Pacnonoxenue YIN-MNMLWC-10.0 Ha onopax
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5 MopgkntoyeHne

s
ﬁcm

PucyHok 5.5 — Cxema coeauHenun YM-MLWC-1 B PY 0,4 kB k kabento

m NMPUMEYAHUE

MoxHo nogkntodatsb YT-MNWC-1 8 PY 0,4 kB k kabento ¢ ucnonb3oBaHmemM ogHoOro pasHoro u 0gHoro
Hynesoro npoBoaoB.

k MLCO1

PucyHok 5.6 — Cxema nogkntoyeHus YM-NMLLIC-10.0 B suerike BBoga HanpsikeHus 10 kB

Onsa pabotbl PLC-Mogema MOXHO WCMONb30BaTb KakK 3NEKTPUYECKYD CETU MoL HanpsbkeHnem, Tak u
aneKkTpuyeckylo cetb 6e3 HanpsbkeHusa. B crnyvae nponagaHus HanpshkKeHust B CETU nepefadva OaHHbIX He
npepBeTCs Npy YCNOBMM Hanuuus nutaHns Ha PLC-mogemax.

Mpwn nogkntodeHmmn YT-MLUC k nsonmpoBaHHOMy Kabento cnegyeT Ha4eXHO COeAMHATL C XKUIMOW npoBoaa Co
CHATUEM nsonauumn B mecte npucoegmHenns YI-MLcC.

MoapoGHbIe cxeMbl MOAKIIOYEHUS CM. Ha CTpaHuLie npubopa B pasgene «YepTexu, CXeMbl, MOAENU».

5.6 OpraH13auusa KaHanoB nepegavn gaHHbIX

Oo6Lwume cBegeHuA

[ns opraHusauum KaHana cBsian Mexay obbektamm HeobXxoanmMo MUHMMYM ABa komnnekta — asa MWCO1 un

[ABa YCTPOWCTBA MPWCOEAUHEHUS K CUMOBOWA NHUM. KornmMyecTBO KOMMIEKTOB MpuGOPOB onpedensiercs,
ncxoas:

* U3 KOHpUrypaumm cunoBon fIMHWUK, CROXHOCTY penbeda 1 paccTosHua Mexay obbektamm
(onpepensercsa No NnaHy aNeKTPOCeTH C NPUBA3KOWM K MECTHOCTM);

* N3 KNacca HanpsaxeHna aneKTpoceTu,

15
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5 MopgkntoyeHne

* TUNa NpoKnagKku anekTpoceTn — kabenbHas(noasemMHas ) Unv Bo3ayLUHas;
* Tpebyemoit ckopocTy Nepedayn OaHHbIX.

Ecnn pna obecneyeHns HeobxoauMmow [anbHOCTM CBSA3M HEOOCTATOMHO [ABYX NpubOpoB (CBA3b He
yCTaHaBNMMBAETCA UIN HU3KasA CKOPOCTb), TO cneayeT ucrnonb3oBaTb gononHuTenbHble MWLCO01 B kayecTBe
peTpaHcnsTopoB. [NLLICO01 aBTOMatuyeckM nepexoauT B PEXMM pPETPaHCnaTopa M B AOMOSTHUTENbHbLIX
HaCTpOWKax He Hy>KOaeTcs.

KabenbHasi noa3seMHas nMHUsA

Ta6nuua 5.2 — Tabnuua paccTosiHuiA Ans o6MeHa AaHHbLIMU MO BO3AYLWHLIM CUIIOBbIM JIMHUAM NpU
noAknoyYeHMn moaeM-moaem 6e3 peTpaHcnsaumm

Knacc HanpsixxeHus Tun kabensa/npucoeguHeHnn PaccTtosiHue,
He Gonee

0,4 kB OnameTp kabensi < 5 Mm 1 km
Onametp kabensa > 5 Mm 2 KM
6—-10«B MpucoeanHeHue L + N 5 Kkm
MpucoeanHeHne L + L 7 KM
35 kB MpucoeanHeHue L + N 5 km
MpucoeanHeHne L + L 10 km

Bo3ayuwHble nMHuK anekTponepeaay 6 — 10 kB u 35 kB

Ta6nuua 5.3 — Tabnuua paccTosiHMini Ana o6mMeHa AaHHLIMW NO CUMOBLIM JIMHUAAM MpPU NpoKnagke
Kabeneu B kabenbHOM KOMieKTOpe Npu NOAKNYeHUn mogem-mogaeM 6e3 peTpaHcnAuum

Knacc HanpsixxeHus Tun kabena/npucoeanHeHnA PacctosiHue,
He 6onee
0,4 kB OnameTp kabensa < 5 Mm 0,5 km
OnameTp kabensi > 5 Mm 1 Kkm
6-10kB MpucoegnHerne L + N 2,5 km
35 kB MpucoeanHerne L + N 5 km

Ucnonb3oBaHue peTpaHCNATOPOB

HeobxoanMoe KONM4ecTBO PETPaHCSTOPOB 3aBMCUT OT PacCTOSIHUASA Mexay OObekTamy U WUCMonb3yemon
nuHuK (Bo3ayliHas wnu nopasemHas). PeTpaHcnsTop criegyer nogkniodatb K CUIIOBOM FMHUKU C MOMOLLbIO
yCTPOWNCTBA NPUCOEAUNHEHNSI.

YcTaHoOBKa peTpaHcrnsitopa npov3BOaUTCS B LIKady CBsi3M Ha OMOpe BO3AYLUHOW NUMHUK 3nekTponepenau.
MpuMep pacnonoxeHus LKada CBA3M Ha onope NpUBEOEH Ha PUCYHKE HIXKE.
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5 MopgkntoyeHne

7 i He

PucyHok 5.7 — NMpumep pacnonoxeHus wkada cBA3N

Llkac ansa pasmeLleHns peTpaHcnaTopa OOmkeH obecnevmBarh:
* becnepeboniHoe nNuTaHue npubopa OT OCHOBHOIO MCTOYHMKA 1 BaTapen pe3epBHOro NUTaHUS;

* MOOAEPKaHNe TeMNepaTypHOro pexuma B paboyem guanasoHe Ansi npubopa n ncnonb3yemon batapeun
pe3epBHOro NUTaHUs;

* 3alnTy OT NnonagaHuAa Ha KNeMMHUKU U BHYTPb np|/|60pa nblSiA 1 BNaru;
* 3alnTy OT HeCaHKUMOHMPOBAHHOIO AoCTyna.

[Nog ANWHOM NWHUK CBA3M MNOHMMAaETCs NPOTAXEeHHOCTb BCEeX MNPOBOAHMKOB, y4acCTBYWOLWUX B nepenade
OaHHbIX, @ He TOJIbKO OJfiMHa §NUHUKU CBA3U MeXay yCTpOVICTBaMVI npucoegnHeHus. PeTpchrmTop
yCTaHaBnMBaeTCA Ha paCCTOAHNN 2/3 oT MakcMManbHOWN ANNHbBI IMHUK, BO3MOXHOW Ha aHHOM Hanps>xeHuu,
TMne kabens u B 3aBUCUMOCTU OT yCJ'IOBVIl7I Ha MeCTHOCTH, KOTOpble MOTyT BIMUATb Ha nepenavy AaHHbIX.

O6xopf 30HbI pazbeguHUTENA

BaxHbiM TpeboBaHMeM K CUMOBOW NWHWKW, NO KOTOpow OyayT nepefaBaTbCHA AaHHble, SBNAETCA ee
HenpepbIBHOCTb. ECMM Ha NUHWMM NPUCYTCTBYIOT SIBHblE pas3pbiBbl MU pasbequHUTENW, TO ANA CO34aHuS
€OVHON HEenpepbIBHOW NUHWM A8 nepefjadn AaHHbiX ¢ nomoupto MIICO01 Heobxoammo «0bXoanTb» 30HY
paspblBa [JOMOMHUTENbHBIMWU YCTPONCTBAMU MPUCOEAVMHEHUS, COEAUHEHHbIMW KOaKcuanbHbIM kabenem
mexgy cobon, obecnedrBasi TEM CamMmbIM €AVHYIO NIMHUIO NEPEeaYn AaHHbIX.
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5 MopgkntoyeHne

PucyHok 5.8 — O6xopn 30HbI pazbeauHutens Ha BI13I 6 kB ¢ nomouwbio YI-MLWLC-B.10.11

AHanornyHeiM cnocobom HeobxoamMmo «obxoanTb» paspbiBbl Ha NUHKMAX 0,4 n 35 kB, ncnonb3ysa ycTponctea
npucoeanHeHns, NnpegHasHadYeHHbIe A 3TUX KNacCoB HaMpshKeHUs.

Bbi6op ycTporCcTB NpucoeanHeHUs

MpnbBopbl MOOKNYAKTCA K CUNOBOM NMHMU C MOMOLLBID YCTPOMCTB NpucoeanHeHus. Bbibop ycTponcTs
NpUCOeaUHEHNs 3aBUCUT OT HanNpPsPKeHUS KabernbHOW CETU U TUMa YCTaHOBKM (CM. Tabnuuy Huxe).

Tabnuua 5.4 — Tunbl yCTPONCTB NpUCOeAUHEHNA

HanmeHoBaHue Tun npoknagku NUHUU Tun MoHTaxa HanpsikeHne kabenbHoOM
anekTponepeaay ceTu, He Gonee
ynnwe-1-1Mm — — 1 kB
YM-MNwC-K.10.0 KabenbHasa (nog3emHas) OnopHas 10 kB
YM-nuc-B.10.0 BosgywHas OnopHas 10 kB
YMN-MWC-B.10.11 BosaywHas MopBecHas 10 kB
YMN-MNMuwc-K.35.0 KabenbHasa (nogsemHas) OnopHas 35«B
YM-MNuc-B.35.0 BosgywHas OnopHas 35«B
YM-MWwC-B.35.11 BosaywHas MonBecHas 35 kB
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5 MopgkntoyeHne

Tabnuua 5.5 — Tunbl yCTPOMUCTB NpUcCOeAUHEHUSA

=

PucyHok 5.9 — EmkocTHoe YIN-TMLIC
onopHoe

O6wumi BnA yctponcTBa HanpsixeHue Twvn ycTaHOBKMK
npvcoeauHeHUsA KabenbHoOW ceTn
6 - 10 kB, 35 kB OnopHbIA UnNn 6OKOBOW Ha CTEHKY

ayeikn PY sHyTpu TI1

e

PucyHok 5.11 — EmkocTtHoe YM-MLLC-1

6 - 10 kB, 35 kB MNopnBecHon

O

é?ﬁ\
PucyHok 5.10 — EmkocTtHoe YN-MLLC
nogBecHoe
1«B FepMeTUYHbIN BPUKET YNUYHOIO
N CBA MCMOMHEHUS
/

5.7 ObbeanHeHne PLC-MoaemMoB B cerMeHTbl

Ecnu Tpebyetcst coeamHutb B ceTb 6onee 16 ycTponcte — criegyeT 0o6beanHATb PLC-MoaeMbl B CErMEHTHI.

CermeHTOM HasblBaeTCs rpynna ycTponcTs obocobneHHas pmamyeckn (MCnonb3yrolast OTAENbHY JIMHUIO
nepegayn) wnu nornyecku (Mcrnonb3ylollas OAMH AMana3oH 4YactoT). B ogHom cermeHTe cetM MoOXeT
obbeauHaTca go 16 yctpownctB. Bce yctponctea [MWICO01, Bxogswme B OOWH CErMeEHT, OOMMKHbI ObITb
HaCTPOeHbI Ha Nnepeaady B OAHOM YacTOTHOM Auana3soHe (cM. pasgen 7.8).

Heckonbko cermeHToB 0ObeANHSAIOTCH B €AUNHYI0 CeTb cCoeaUHEHNEM yCTpOl7ICTB M3 ABYyX COCeAHUX cerMmeHToB
no Ethernet, HanpAMyr nnn 4yepes KOMmMyTaTop. npl/lMepr CxXeM noaknyeHnda npuBeaeHbl Ha UnnocTpaunax

HWXe.
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5 MopgkntoyeHne

|  Cermen 1 Kommytatop |1 1 CermeHT 2
Ethernet I Ethernet
O6bexT 1 O6bexT N \ ﬁlﬂﬂ O6bekT 1 O6bekT N

|
| I
| |
| I
| Ethernet |
| Ethernet 1 Ethernet A Ethernet A |
| I I
| I [
| v I |
| I I
| I I
| PLC PLC, | PLC PLC PLC |
I 1 1
C_ fot6wr. (PLC-avanazon 1) aL_ _ _ _ Bol6ur (PLC-pmanason?) J

"CermeT 1 |
[ O6vex 1] [O6bext N |y | Kommyratop " Cerment 2

Ethernet
Ethernet

[o 16 wr. (PLC-gnanasoH 1)

[ O6wext 1 | | O6wext N |

[

[

|
Ethernet Ethernet |
|

[

[

I

[

PLC |
|

[o 16 wr. (PLC-grana3soH 1)

Ethernet

CermeHr 3
| Obvekt 1 | | O6wexT N |

Ethernet A Ethernet

I

I

I

I

Ethemet!

e 1

I

PLC PLC PLC |

[o 16 wr. (PLC-gnanasoH 1)

PucyHok 5.13 — CoeauHeHune Tpex cerMeHToB, pa3sHble nuHumn PLC-cBA3un
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6 Nnamnkauus

6 UHaukauus

OnemeHTbl MHAUKAaLMK pacnonoXeHbl Ha NULEeBOW NaHenu npubopa (CM. pUCYHOK HUXeE).

OIIEL S
nwco1

Ethernet
SMA

©

IP
[ IMNurtaHuef

PucyHok 6.1 — lluueBas naHenb

Ta6nuua 6.1 — HasHavyeHne cBeTOAMOOOB

Ceetoguop CocTosiHue 3HauyeHue
(uBeT)
CuHxp. CeTtuTcs KpacHbIM HeT cBs3u ¢ yaaneHHbIM Npnbopom
(kpacHbIN)
MutaHne Ceetutcsa Ha npnbop nogaHo nuTaHue
(3eneHbIN)
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7 Hactpownka

7 HacTtpowuka

7.1 O6bwme cBeaeHUsA

Mpunbop MeeT BCTPOEHHLIN wWeb-uHTepdenc ans HacTponku (cM. pasgen 7.2):
* napamMeTpoB LLUMPOKOMOSIOCHOM CBA3M;
* nopta Ethernet;
» 0OHOBNEeHMst BCTpoeHHoro MO.

[lns HacTpowku cnenyer:
1. HacTtpouTts IP-agpec npubopa (cm. pasgen 7.4).
2. Hactpoutb «4acToTHbIN Anana3oH» nepefayn AaHHbIX (CM. pasgen 7.8).
3. NpoBepuTb ckopocTb 06MeHa AaHHbIMU C ApyrumMun npubopamu (cM. pasgen 7.3).

Ecnn ceBsasb ¢ yAaneHHbIM I'IpI/I60pOM YyCTaHOBUTb HE yaarnocCb, TO HYXHO cliefoBaTb pekomMmeHaauunam
anIJ'IO)KeHVIFl Bo3amoxHble HEeNCNpPaBHOCTU N METOAbl NX YCTPAHEHUA.

7.2 Bxoa B web-uHtepdcenc

IOna poctyna B WEB-mHTepdelic npubopa MoxHO mcnonb3oBatb nobon 6paysep. [Ana atoro cnegyer B
agpecHyto cTpoky bpaysepa Beectu IP-agpec npubopa.

IP-agpec npmubopa no ymonyaxuio — 192.168.0.100.

NMPUMEYAHUE
EI Mpubop moxeT paboTaTb TONBKO B OOHOPAHIOBbLIX CETSX.

Mpwn ycnewHom coeamHeHun ¢ npubopom Gpaysep OTKPOET CTApTOBYIO CTpaHULY web-uHTepdeica.

UBEH

PLC-mogem IMCOo1

MAC agpec: 00:50:C2:12:E0:80
Tpebyetcsi aBTOpU3aLMS

ﬂa?onb:

Ok

PucyHok 7.1 — CtapToBas ctpaHuua WEB-nHtepdenca

CraptoBas ctpaHuua cogepxut MAC-agpec npubopa v none gns BBoda napons gocTyna.

Mapone gonsa Bxoda B web-vHTepderic no ymondaHuto — paterna. [Nocne nepBoro Bxoda pekoMeHOyeTcs
N3MEHNTb Naposib NO YMOM4YaHuo Anst web-uHtepderica (cm. pasagen 7.10).

[ns Bxoga B web-uHTepdelic cnegyet BBECTU NApOosb U HaxaTb KHOMKY «Ok». [locne aToro oTKpOeTCsi OKHO C
o6en nHdopmaumen.
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7 Hactporika

0"‘5‘. UHcpopmauns

1 MAC adpec. 00:50:C2:12:E0:87
IP adpec: 192.168.0.100
Nudopmayus P
NModens: PLC-Modem-Owen
Bepcus firmware: 1.15_cae076e
Certesble HaCTPOWKM Moddepsxka Multicast:  IGMP v1nv2/v3

Uptime ¢ nepesazpyaku: 0 aHed, Ouac TMuH 14cek
Hactpoiika SNMP
MoaxknioyeHnAa

B Ckopocte CkopocTb
Hacrpoiika VLAN Mopt MAC nepemayM  npHéma

9 00:50:C2:12:E0:51 36 Mbps 42 Mbps

Ethernet 100 Mbps

ABTOMATNYECKAA MapLIPYTU3ELINA

Hactpoiika QoS WnuTepdieic Mponyckhas cnocoGHOCTB

HacTpoiika TpaHcueepa

HacTtpoiika
aHeprocbepexeHus

AOMWHUCTPUpOBaHNe

Beiitu

PucyHok 7.2 — WEB-nHTtepdeinc: 1) naHenb MeHI0; 2) cogepXXaHue BbiIGpaHHOro pasgena

B neBow YacTu okHa pacnonoXxeHa NnaHesb MEHIO C pasgenamMu:
* MHdopmauus;
» CeTeBble HaCTPOWKK;
* Hactponka SNMP;
» Hactponka VLAN;
» Hactpoitka QoS;
* HacTponka TpaHcusepa;
* ADMVHUCTPUPOBAHWE.

7.3 Pazpen «MHdopmauus»

Pazgen «UHdopmauumsa» cogepxut obutyto nHgopmauuio o MAC-agpece, IP-agpece mogema, Bepcum ero
NPOLUMBKM, CUCTEMHYID MHAOPMaLMIO O BpeMeHn paboTbl nMocrne nocrnegHero crapra, otobpaxaeT Crmncok
OOCTYMHbIX COEANHEHUN NMpMbOopa, a Takke CoaepXUT MHAOpMaLMIo 0 COCTosIHUM MHTepdelica Ethernet
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7 Hactpownka

V) H

MHpopmauma

CeTeBble HAaCTPOVIKK

HacTtpoiika SNMP

WUHdopmauma

MAC adpec: 00:50:C2:12:E0:51
IP adpec: 192.168.0.220
Modens: PLC-Modem-Owen
Bepcus firmware: 1.14_5b12e57

IGMP viN2/v3
ABTOMATUYECKAA MapLIpyTM3aUmua

Moddepxka Multicast:

Uptime ¢ nepesazpysku: 0 gHel, 0uac 51muH 53cek

- MopkntoyeHns
HacTtpoiika VLAN c i o
Mopt MAC kopocTe KOpOCTh CocTofHue IP
nepefayu npuémMa

Hactpoiika QoS Tabnuya nodknoyeHull o6Hoensemcs...

WuTepdelic MponyckHasa cnocoGHOCTb CocTosHue
HacTpoiika TpaHcuBepa Ethernet 100 Mbps BkrioueHo
HacTtpoiika
aHeprocbepexeHus
AOMWHWUCTPUpOBaH1e
BbiiTi

PucyHok 7.3 — Pasgen «MH¢popmaumsax»: obwas u cuctemHasa nHcgpopmauums

Hactporka VLAN

HacTponka QoS

Hactpoiika TpaHcuBepa

Nopt MAC

9 00:50:C2:12:E0:80

Hhrepdenc
Ethemet

MopknioyeHnA
CropocTe CrOpPOCTE CoToTe P
nepegayn  npuéma
109 Mbps 117 Mbps  Brmoweno  192.168.0.100
NponyckHan cnocebHOCTE Cocroanne
100 Mbps Baniosa o

PucyHok 7.4 — Pasgen «MHcopmauumsa»: napameTpbl NOAKMHOYEHUSs

|I| ‘I'IPVIMELIAHI/IE

MakcumanbsHoe 4ncrno ﬂpVI60pOB B OAHOM cerMmeHTe 16 L.

MapameTpbl NOAKIIOYEHNS:
* MopT — HoMep nopTa.

* MAC-agpec — annapaTHbIli agpec npubopa.
* CKOpOCTbL Nepepaym - CKoOpocTb nepegaqn B Mout/c ot npnbopa k apyrum npudopam.
* CKopocCTb npuema — ckopocTb npuéma B Mout/c ot gpyrmux npnbopos.

* CocTosiHUE — YKa3bIBAET, BKITOYEH UMW BbIKMIOYEH MNOAKIHOYEHHbIV YaaneHHbI npnbop.
* IP — IP-agpec noaknoyYeHHOro yaaneHHoro npubopa.

IP-agpec yganeHHoro npubopa siIBNAETCs aKTUBHOW CCbIIKOW. [Mpy HaxkaTum Ha 3Ty CCbINIKY MPOMCXOAUT
nepexof Ha CTapTOBYH CTpaHWLUy yganeHHoro npubopa.

7.4 Paspen «CeTeBble HAaCTPOMNKN»
Paspgen «CeTeBble HACTPOMKUY COOEPXUT cBeAeHMs o TekylieM Ethernet coegmHeHuu.

Bknagka «BblgeneHuwe IP agpeca» Mno3BOnsieT HAacTpOUTb CeTeBble NapaMeTpbl Npubopa BPY4YHYH WK
BblOpaTb BapuaHT nonyyeHust HacTpoek Yepe3 DHCP-cepeep
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7 Hactporika

“l'lill CeTeBble HACTPOWMKH

Hacmpolxu Bydym npuMeHeHs! MOMLKO MOCNE MEPE3GEDYIKU

Wrpopmauus Buinenexue IP aapeca: [@ukcnposan v | 1
Hacmpotiku ¢ghukcuposaHozo IP: DHCP
CeTeBble HacTPOWKK IP appec: [192.168.0.100 | ®WKeHpoBaH
Macka noaceTu: |255.255.255.0 - |
Hacrporika SNMP AIpec Wno3a no yMon4aHuio: [192.168.0.1 |
Anpec DNS-cepeepa: [192.168.0.1 |
[0k (omena)

Hactpoitka VLAN

PucyHok 7.5 — Paspen «CeteBble HacTpoMku»: 1) cnucok Bbliopa pexumoB 3agaHus IP-agpeca
npubopa

NMPUMEYAHUE

B cnyyae oTtcyTCcTBUS CBSI3M Npubopa ¢ KOMMNbIoTEPOM nocre uameHenust IP-agpeca n/vnvm macku
noaceTv B npnbope Heobxoanmo NpoBEPUTL NapameTpbl CETEBOIO COEANHEHNSI Ha KOMMNbIOTepe
(koMMblOTEP C MPMOOPOM OOSMKHBI HAXOAUTBLCS B OOHOW NoACEeTH).

lNpenycmoTpeHo ABa BapunaHTa 3agaHus IP-agpeca:

» dukcupoBaH — |IP-agpec ycTponcTBa, Mmacka nogcetu un IP-agpec wnnto3a n cepeepa DNS 3agatotcs
nornb3oBaTenem;

* DHCP — npu6op obpauwiaetcs k BHewHemy cepepy DHCP u nonyyaeT oT Hero ceteBble NnapameTpbl.

[nsa coxpaHeHus CeTEBbIX HACTpPOeKk cregyer HaxaTtb KHomky «Oky». YToObl HAacTpoWKM BCTyNWAM B CWIy,
cneayeTt nepesarpy3nTb YCTPOUCTBO (CM. pasgen 7.10).

Bknagkn «Bugmmble y3nbi» 1 «3abnokupoBaHHble y3nbi» cogepxat nHdopmaumio o PLC-mogemax, cBa3sb
C KoTOpbiMM y HacTpauBaemoro PLC-mogema ectb (Bknagka «Bugoumble ysmnbl») M CBA3b C KOTOPbIMU
3abnokupoBaHa (Bknaaka «3abnokupoBaHHbIE y31bi»).

“l'lill CeTeBble HACTPOWNKMN

(K ByBym RpUMeEHEHs MOMKO NOGNE NEPe3aepy3KU

Mupopmauus Buigenienue P agpeca | ®uxcuposan ~ |
Hacmpodiku ghukcuposatozo IP.
Ceresie HacTpofiun P azpsc:
Macra noacern
Hacpoiika SNMP AMPEC LMi03a N0 YMOMYaHUio:
Aapec DNS-copaepe
~ [ok|[orvena |
Hactporika VLAN —
Buanmbie yanel
DNoGaBnexue B
Hacrpofia QoS Mopr MAC CocTosHue P 3a6NOKHPOBAHHBIE
9 00:50:c2:12:€0:51 3abnokwposaH 192.168.0.220
HacTpoiika TpaHcuBepa 3abnoknpoBaHHbIE y3nbl
Mopt MAC IP YOaneHue U3 cnucka

9 00:50:¢2:12:20:51 192.168.0.220 | Vaanvms vz sabrokuposarmen |

Hactporika

6
oreprochepeenni DNo6asnenne MAC B 3a6nokupoBaHHbIe

AIMUHUCTPUPOBaHKe MAC: 00:00:00:00:00:00

Kapta cetu:

BbIiATIn Mzsr =arpy=xa. .. |

PucyHok 7.6 — Pasgen «CeTeBble HAaCTPOMKN»: BUAUMbIE U 3a0TIOKUPOBaHHbIE Y3Ibl

Bo Bknagke «o6aBneHne MAC B 3a6110KMpOBaHHbIE» BPYYHYIO MOXHO 3abOKMPOBaThL CBSA3b C NIOObLIM 13
PLC-mogemoB, Haxogswmuxcsa B ceTwu. [ns atoro Heobxogmmo Bnucatb B cBobogHoe none MAC-agpec
npmnbopa, cBsA3b C KOTOPbIM HEOOXOAUMO 3abfIOKMPOBaTb, U HaxaTb KHOMKY «Oky». 3abnokupoBaHHbIA Npnbop
aBTOMaTu4eckn otobpasnTcs BoO Bknagke «3abnoknpoBaHHbie y3nbl». YTOObl BOCCTAHOBUTL CBA3b, HAXXMUTE
KHOMKY «YaanuTb u3 3abnoKnpoBaHHbIX».
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7 Hactpownka

glilill CeTeBble HAaCTPONKMN

Hacmpalixu ByGym NpuMeReHs! MOMLKO MOCNE Nepe3aspyaku

Wrdpopmaums Buinenenue IP agpeca: | ©ukcuposan v |

Hacmpodxu thukcuposarozo IP.

CeTeBble HACTPOMKK IP anpec: [192.168.0.100 |
Macka nopceTw: [255.255.255.0 |

HacTpoiika SNMP AIpEC LLNK3A N0 YMONUAHMK [192.168.0.1 |
Anpec DNS-cepeepa: [192.168.0.1 |

J

|EH OTMeHa
Hactporika VLAN T
Buaumbie yansi

OoGaeneHue B
Mopt MAC CocToRHME IP 3aBNOKMPOBAHHBIE

3abnokupoBaHHbIe Y3nbl

HacTtpoiika QoS

Hacrpoiika TpaHcusepa

Mopt MAC IP Ynanexwe u3 cnucka
_ 9 00:50:c2:12:e0:51 192 168 0220 | vaanuTe wa 3a6roknpoBanHLx
HacTpolika
aHeprocbepexeHns
procoep No6aeneHue MAC B 3a6MOKUpOBaHHbIE
ALMWHUCTPUPOBaHWE MAC:
(o]
Kapta ceTu:

BhiiATi MOog&T =arpyska. .. ‘

PucyHok 7.7 — Pasgen «CeTeBble HacTpolku»: no6asneHne MAC B 3a6nokupoBaHHble

Bknagka «Kapra ceTu» oTpaxaerT Bce npubopbl, CBA3b C KOTOPbIMU €CTb, a Takke OGLLyl LEenouky
noakntodeHuid. MNocne oKoHYaHWs 3arpy3kv KapTbl MOAEMbI MOXHO MepefBurate C MOMOLLbIO NEBOWM KHOMKU
MbILIK, yaepueas knasuwy Ctrl.

VBEH

WHdepmaymna

Kapra cetu:

CeTeBble HacTpORKK

Hacrtpohka SNMP 192.1@].1(:1

Hactpoika VLAN
1?2.1165!_0_15-:

Hactpoiika QoS

Hacrpolika TpaHcHeepa

Hactpoiika
aHeprociepexeHus

AOMUHHCTPUPOBAHHE VBenminTe | Yiesioims | Lismp
Uner Inavenue
- TGWJ.[-“"— MODEM (KpyT © PAMKOA)
-.‘.15,1&-!.' B NPAMOA BUOWMOCTH (KpyT)
Manem, AOCTYNHLIR YWaped NoBTOPMTENL (KPYT)
I Nepenaqia (nanwA)

I vt (nusams)
PucyHok 7.8 — Pazpen «CeTeBble HACTPOMKU»: KapTa ceTu

7.5 Hactponka SNMP
Pasgen «Hactponka SNMP» nossonsiet HacTpoutb paboty PLC-mogema no npotokony SNMP.

MWCO01 nogpepxmBaeT ABe Bepcun gaHHoro npotokona: SNMPv1 n SNMPv2c n moryT ucnonb3oBaTtbCs B
ponu areHToB. Yctponctea MNUCO01 nogaepxusatot 3anpockl GET n SET. 3anucb nogaepxmBaeTcs TOMbKO
ans napametpos sysContact, sysName, sysLocation (cm. MpunoxeHue Cnucok OID napameTpos ).
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7 Hactporika

“l'lill Hactpoiika SNMP

WHdopmaums Bepcy

AF NpoToKOna SNMP v 1

SNMP commuunity (v2c) public vl

CeTeswie HACTPORKK Mopr UDP 161

PucyHok 7.9 — Pasgen «Hactponka SNMP»: 1) cnucok BbiGopa Bepcumn npotokona SNMP

Kaxgbin napameTp areHTa WMeeT yHuKanbHbii wugeHtudumkatop (OID), npeacrtasnsowmn cobon
nocrnefgoBaTenbHOCTb LUp, pasgeneHHblX Todkamu. [Ona ynpolweHns HacTponkm obmeHa nponssBoavTenm
YCTPONCTB-areHToB 00bI4HO NpegocTaenstioT MIB-daiinbl, KoTopble BKMYalT B ceds CnUMCOK napamMeTpoB
npubopa ¢ nx HazsaHuamu 1 OID. 3T dannel MoryT 66T MNopTupoBaHbl B SNMP-meHeaxep.

Insa npotokona SNMP PLC-mogema nogaepxaH MIB-cann RFC1213 (MIB-2). OH gocTyneH Ha cTpaHuue
YCTPOMWCTBA NO CChISIKe.

Mo npotokony SNMP goctynHa nHdopmaums o6 onepaunoHHon cucteme PLC-mogema (RFC1213 (MIB-2) —
system), nHdhopmauma o ero ceteBbix nHTepdercax (RFC1213 (MIB-2) — interfaces), a Takke |IP-agpece u
Macke nogacetu nogkntoyeHHoro k Ethernet nopty PLC-moagema yctponctse (knuenTa) (RFC1213 (MIB-2) — ip
(Tonbko ipAddrTable)). Cnucok OID napameTpoB npueaeH B NMpunoxeHun Cnucok OID napameTpos..

Ona Bepcumn npotokona v2c¢ goctynHa HacTpoka «SNMP community». Community-based Security —
mMogernb 6e30MacHOCTU Ha OCHOBE CTPOKM coobluecTBa. PakTMYECKM 3TO MOeHTMdMKATOP NoMb3oBaTens Unm
naponb, KOTOPbIN OTMPaBnseTcd BMecTe ¢ 3anpocoM. Ecnu cTpoka coobuiectBa HeBepHa, areHT UrHopupyet
3anpoc. o ymonyaHuio ctpoka coobuiectsa - «public». MNMopT UDP gna otnpaBky 3anpocoB: Mo YMONMYaHUo
- 161.

YT06bI paspewmnTb yctporicteam MILUCO1 oTnpaBnaTe MeHeakepam Tpanbl, HE0OX0ANUMO NOCTaBUTL ranoyvky
B COOTBETCTBYOLLEM OKHe cTpoku. Ons yctponctea [NLLUCO01 B pamkax SNMP traps nopgepxuBaetca 2
cobbitusa: LINK_UP un LINK_DOWN, otnpaBnsiemble Npu yCTaHOBKE U OTKMOYEHUM COEOUHEHUsI MO MOPTY
Ethernet cooTBeTCTBEHHO.

“l'lill HacTtpoiika SNMP

Hacmpodiku Bydym npuMEHEHs! MOTEKO MOCTE NEPE3aEpyaKU

Wrdpopmavus Bepcua npotokona SNMP: [vze ~|
SNMP community (v2c): | public |

CeTeBble HAaCTPOWKM Mopt UDP: |161 |
Pa3pewuTs onoeeweHua SNMP
(traps):

Hactpoitka SNMP Bepcua npotokona SNMP ansa (vt v|
onoBeLeHnA (traps):
IP anpec ANA OnNoBeLLEgHWi [0.0.0.0 |

Hactpoika VLAN SNMP:
MopT UDP ANA OnoBeLLEeHWi |162 |
SNMP:

Hactpoitka QoS [ok| [ ommena |

PucyHok 7.10 — Pasgen «Hactpoinka SNMP»: 1) cnucok Bbi6opa Bepcuu npotokona SNMP

Bepcusa npotokona SNMP gnsa otnpasku onosewexun (traps) — v1. Bo Bknagke «IP-agpec ans onoseLleHnm
SNMP» 3apaeTcs IP-agpec ycTpoWicTBa, Ha koTopbli OyaeT oTnpaeneH Tparn, B dopmMaTte IPv4 (‘XXX.XXX.XXX.
xxx’). MopT UDP ans onoeewennn SNMP, Ha koTopbin 6yaeT oTnpasreH Tpan, no yMmonyaHuiwo — 162.

YToO6bI HACTPONKM BCTYNUNU B CUIy, CriedyeT nepesarpy3ntb npubop (cm. pasgen 7.10).

7.6 Hactpouka VLAN

Bknagka «CocTosiHne» no3BonseT BKMOYNUTb UK BbIKIIOUUTE nogaepxky VLAN.
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“l'lill HacTpoiika VLAN

CocTosHne:  Bunouero v |
Ter VLAN ([2..4004])
WHpopmauus o ( D ’ ___|
MpuopuTeT VLAN: [0~
|E| | OTMeHa |

CeTeBble HACTPOWKH

Hactpoiika SNMP

HacTpoiika VLAN

PucyHok 7.11 — Pasgen «Hactpouka VLAN»

Ter VLAN - 310 naeHtudukatop, KOTopbli nepeaeTcss B COCTaBe M3MEHEHHOro Kaapa v naeHtudhuunpyet
naket ¢ onpegeneHHbiM Homepom VLAN. Ter MoxeT npMHMMaTh 3HavyeHus oT 2 o 4094.

Mpuoputet VLAN - NpMopuUTET, KOTOPLIN NPUCBANBAETCH UCXOQSALLEMY NakeTy, NpUHMMaeT 3HadyeHue ot 0 go

CeTteBble ycTpoicTBa, coBMecTuMble ¢ IEEE 802.1p nmetoT BO3MOXHOCTbL pacno3HaBaTh crelumarnbHble Terun
npvopuTeTa naketa. 3HayeHne Tera onpegensieT COOTBETCTBYHOLLYIO ovepedb 0b6paboTkm Takoro Tpadmka.
3HayeHue Tera nsmeHsetcsa ot 0 go 7, npu atom 0 03Ha4YaeT MUHUMArbHbLIA MNPUOPUTET, 7 - MakCUMaInbHbIN.
Bbicwunit npuoputeT 7, B OCHOBHOM, Ha3HayaeTCA MOTOKOBbIM AaHHbIM TuUNa BUAEO WU ayauo Tpaduka u
0O3Ha4YaeT MUHUMarbHO BO3MOXHbIE 3aJepXKu Npu ABWXKeHUM B ceTn. OgHako pekoMeHAyeTcsl odepenpb C
BbICLUMM MPUOPUTETOM OBCNY>XMBaHWS pPe3epBMpOBaTb MWCKIIOYUTENBHO AN BbICWEro 7 npuopuTeTa
Tpacpuka. [lakeTbl, He wuMeloWwmne TeroB npuopuTesaumn, yaobHO pa3mellatb B HYNEBOW o4vepean
obCcnyXrnBaHMs, UMELLEN HU3LWNA NPUOPUTET.

7.7 HacTtpowka QoS

YcTaHoBkM QOS MO3BONAKT HACTPOUTb MPWCBOEHME MNPUOPUTETOB B MNepedaBaeMble MNakeTbl Mo
HeobXoauMbIM NpaBuam U 3agaTb MexaHU3M 06CIyXMBaHUS odepenen ¢ pas3nuyHbIMK npuopuTeTamm. QoS
cnocobeH CHM3WTb 3arpysky CeTW, 3adepxku, notepu naketoB. Kpome 3Toro, OaeT BO3MOXHOCTb B
NpUOPUTETHOM MOPSIAKE OGCNYXMBaTb KPUTUYECKM BaXKHbIA TpadouK.

Mpuoputet Tpacdumka BbIOUpaeTcs hakTnyeckum 3HadeHnem 0 — 6. Yem Bbie 3HA4YeHWe, TeM Bbille
npuopuTeT. MprUopuUTET NO YMONYaHUIO NPUMEHSIETCA AN NAaKeToB, He NonaaroLLmMX Noa KpUTepum.

“I'IEII HacTtpo#ka QoS

MPHOPHUTET NO YMOMYAHWHD! 2w 1

Ok| fn 0

Mudopmauus 1
Kputepui 1 Hige

2
. ok || fn

Cerepble HaCTPOKWKK 3

Kputepun 2 Hide

5

Hacrpoiika SNMP ok || gn .

PucyHok 7.12 — Pasgen «Hactpoinka QoS»: 1) cnucok Bbibopa npuopuTteTa Tpacduka

Ecnu 3agaH kputepuii, To NpropuTeT BbiGNpaeTca paBHbIM 3HAYEHMIO BbIOPAHHOMO Nons B NakeTe AaHHbIX.
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“I'IEI' Hacrtpoiika QoS

MpHOPUTET N0 YMOMAHMK: 2
Ok | Ormeda
WHpopmauma
Kputepu 1: Himsero ~ 1
- 0O Huvero
CeTeBsle HACTPORKK
K i3 S021p
MTEDVA 2
paTeR TOS
- o}
Hactpoika SNMP ARP

PucyHok 7.13 — Pasgen «Hactpoinka QoS»: 1) cnucok Bbibopa KputepmeB

OnuvcaHve kpuTepueB:
* 8021p — ucnonb3oatb norne PCP B meTke VLAN (802.1Q);
* TOS - ncnonb3oBatb none TOS B IP 3aronoske (6utbl 1 - 4);
* ARP — npuoputet ARP-nakeToB.

KpuTtepun He3aBUCUMMBI, NePBbI cpaboTaBLUMIA KPUTEPUI onpeaenseT NPpUopUuTeET.

7.8 HacTtpouka TpaHcuBepa

Bknagka «4YacToTHbIM AuanasoH» npedHasHadeHa AN Bblbopa AuvanasoHa nepenadv AaHHbIX.
KOppeKTHOW paboTbl Bce NpUBopbl 4OMKHBI HaX0AUTLCA B OAHOM AManasoHe nepenadv AaHHbIX.

“"‘EII HacTponka TpaHcuBepa

YacToTHbIA AManasoH: [or2poz2mry  ~| 1

oT 2 go 32 My
MHCbopmaLLMﬂ .......I
oT 2 go 12 My
I I I I I I I I I

oT 3 go 13 My
MMy MMy 10MMy L4MMy 18MPu 22MPu 26MMy 30MMo 34M0

CeTeBble HACTpPOKK OT 13.4 o 23.4 My
YyBCTBUTENEHOCTE MPUEMHMKA: oT 24 g0 34 My
Yeunexue nepefam™ukKa: oT 3 go 23 My

Hactpoiika SNMP . : e
TekylLan YyBCTBUTENEHOCTE NPUEMHUKE: —Te Un

Kronka "Mpumerumes do nepesazpyaxu (10 munym)” exmodaem malimep Ha 10 Murym, kor
H acTpoiika VLAN nepesazpysum ModeM o UGMedeHUU 3mozo epemMeHw. [pu amom ewibparHble Hacmpolku
MPUMEHSIOMGH, HO HE COXDaHAIOMGH 6 3HEPEOHe3aeUCUMYH0 naMAms. Ymobsl coxpaHums Hacmpolku

U OMKITOYUME mMadMep, HyxHo Haxams "OK".

Hacrtpoiika QoS TaiiMep BPeMEHHOTO NPUMEHEHUA HACTPOEK: BhiknioueH

| MpUMEHUTE 40 Nepe3arpyaku (10 MUHYT) | |E| | OTMeHa |

PucyHok 7.14 — Paspen «Hactponka TpaHcuBepa»: 1) BbIGOp 4YacTOTHOro AMana3oHa

Onsa

Mo ymonuaHuio npubop pabortaet gnanasoHe ot 2 ao 32 Mly. Ecnu B 3TOM Anana3oHe CKOPOCTb CBA3U
HeydoBneTBOpuUTENbHaA, TO cnegyeT BblOpaTb Apyro guanasoH. [logbop AvanasoHa ocyllecTBhsieTcs

UTepaLMOHHBIM METOAOM:
1. BeibpaTtb BTOpow gnanasoH (o1 2 go 12 MI'y) . Haxatb kHonKy «Ok».

2. MpoBepnTb CBS3b C yAaneHHbIM YCTPOMCTBOM. Ecrnv kayecTBO CBA3M He YA0NEeTBOPUTENBHO, BbIGPaTh

Tpetui gnanasoH (o1 3 go 13 Mlru)..
3. MoBTOpATE AencTeus nn. 1 1 2 oo wecToro AnanasoHa (ot 3 go 23 Mly).

4. B cnyyae, ecnv nocne Bbibopa LWecToro AnanasoHa KayecTBO CBA3W He YO0reTBOPUTENbHO, TO
cneayeT UCNofb30BaTh AManasoH C MakCUMarnbHOW CKOPOCTbI0 obmeHa.

nomolLwbto TexHonorun PLC, crnegyet cCHavalna nuaMmeHuUTb AnanasoH y yaaneHHoro yCTpOVICTBa, 3artemy

NMPUMEYAHUE
B cny4ae n3ameHeHusa anana3oHOB HECKOMbKUX NMPUBOPOB, MEXAY KOTOPbIMU YCTaHOBIEHA CBSA3b C

JTOKarnbHOro.

Bknagkn «4yBCTBUTENbHOCTL NMPUEMHUKa» 1 «YcuneHue nepeaaTymka» perynupyroT yeuneHue curHana.
B GonbliMHCTBE criyvaeB, TpebyeTca mMakcumanbHoe ycuneHue nepepatyuka (12 dB) u aBTOoMaTtnyeckas
noacTponka npmemHuka. Npn noaknoveHnn NnpubopoB OvYeHb BMM3KO APYr K APYry CAWWKOM CUMbHbIN (MO
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7 Hactpownka

aMnnuTyae) curHan B NuHumM ByaeT pacno3HaBaTbCs C UCKaXEHWSIMU, YTO MPUBEAET K NoTepe KayecTsa U
CKOPOCTM CcBA3M. B Takux crniyyasx notpebyeTcs SBHO perynmpoBaTh (YMeHbLUATb) YCUINEHNE NepeaaTymka.

YyBCTBUTENBHOCTL NPUEMHUKA: | AsToMaTHueckn v |
HaCTpOﬂHa SNMP YcuneHune nepegaryuvka: [12dB v|

Tekywas 4yBCTBMTENEHOCTb NPUEMHUKA: 6 dB
HaCTpomKa VLAN Kuonka "Mpumerums 0o nepedazpy3ku (10 MuHym)” exmoyaem madmep Ha 10 MUHym, Komopbid

nepe3azpy3um ModeM 10 UCIMeYeHuU 3mozo epemMeru. [Ipu 3mom esibpanHbIe HacmpoUuKy
APUMEHRIOMICA, HO He COXPaHSIMCA 8 3HepaoHe3asuCcUMyIo MaMAms. Ymobsl coxpaHume Hacmpolku
U OMKMIYUMb malimep, Hyx)Ho Haxamb "Ok"

HacTtporka QoS
Talimep BpeMEHHOIro NPUMEHEHWUA HACTPOBK: BeiknioueH

HacTpoiika TpaHcuBepa | MpumenwTs go nepesarpyzrn (10 MuHyT) | ng\ |M|

PucyHok 7.15 — Pazgen «Hactpowka TpaHcuBepa»: BKNnagku « HYyBCTBUTENbHOCTb NPUEMHUKa» U
«YcuneHune nepepgartymka»

Bknagka «4YacToTHble (puUNbTPbI» NO3BONSET HacTpavBaTb MOAaBMEHME curHamna CcBsisu BO u3bexxaHue
B3aUMOAENCTBUSA C BHELUHMMMW CUCTEMAMMU.

YacToTHble MOonocHo-3arpaxgarlwme unsTpbl 3ajatoT NogaBneHne curHana Ha BblBpaHHbIX OTpeskax
4YacToT. Mcnonb3yloTca OHM AN TOro, YTOObl WCKMIOYWUTL WM YMEHbLUWTb BIWSHWE CUrHamna CBA3W Ha
cTopoHHee obopyaosaHue. B cniyyae, ecnun B 3TOM HEeT HeOBXoAMMOCTH, B CTpoke «CoCTOsiHME» YCTaHOBUTb
«BblkntoyeHo» 1 HaxaTb KHOMKy «OK».

“I'IEII YacToTHble (hMNETPLI:

WHpopmauma GLIKACHEHLID UBCTIOMULES (URLTICS SOIMONHG RIOHILX
CocToRHm1e; Bkt v
CeTeBnle HACTPORKH Ok | Omwasa
Mr'raumlh.lmﬂmulmwmmua
Hactpoika SNMP
Me1 =@ 1800 kry 1
HacTtpoitka VLAN @ 2000 Kru 2
Nogasnakne 30 nb
Hactpoika QoS ¥oanure

PucyHok 7.16 — Paspen «Hactponka TpaHcuBepar: 1) 3agaHue Havana 4acToTHOro oTpeska; 2)
3alaHMe KOHLIa YacTOTHOro oTpe3ka

[N HaCTPOMKM KaXK4oro YacTOTHOro ounsTpa cregyer:
1. 3agaTb Ha4yano 4acToTHOro oTpeska B KIL;
2. 3apgaTb KOHeL, 4YacTOTHOro oTpeska B Kl 'u;
3. 3apgaTtb BenuumHy nogasneHus B Ab.
KonuyecTBo YacTOTHbIX (OMNETPOB 3a4aeTCs UHANBMAYANBHO AN KAXXO0W CUCTEMbI.

BkntovyeHne wnnM  BbIKMHOYEHWE YACTOTHbIX UNBTPOB BO3MOXHO TONMIbBKO MOCMe nepe3arpysku (cm.
pasgen 7.10).
7.9 HacTtpownka aHeprocbepexeHus

Pasgen «HacTtpowka 3HeprocbepexeHusi» MO3BOMSET 3adaTb MHTEpBan BPEMEHW, Yepe3 KOTOpbIi
nHtepdenc Ethernet 6yaeTt nepesedeH B «CNAWMN pexxMM» Mpu OTCYTCTBUM Tpaduka yepes Hero. Tanm-ayT
3apaetcs B cekyHaax. [ns Toro, YTobbl NPUMEHUTb HACTPOWKK, criegyeT HaxaTb KHOMKY « OKk».
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“"IEII HacTpoiika aHeproctepexeHus

CocTosHue: [ Bukniouero v |

Taiam-ayT (Ethemet-coennHexHne 300
WMHdopmanyma yr ( o ) o
|0_k| | OTMEHa |

CeTeBble HACTPOMKK

Hactpoiika SNMP

Hacrpoiika VLAN

Hactpoitka QoS

HacTtporika TpaHcuBepa

Hacrpoiika
aHeprocbepexeHus

PucyHok 7.17 — Pazgen «HacTpowka aHeprocoepexeHusi»

7.10 Paspen «<KAgMUHUCTPUpPOBaHUE»

Mogpasgen «CmeHa MAC-apgpeca» nossonsietr cmeHuTb MAC-agpec PLC-mogema. [ns 9TOro B CTpOKe
«CoxpaHeHHbIn MAC» Heobxogmmo 3agatb HoBbli MAC-agpec M HaxaTb KHOMKy «CoxpaHutb u
nepesarpy3ntb», nocne 4yero PLC-mogem cpasy HauyHeT nepesarpysky.

Moppasnen «CMeHa KOHUrypaunMoHHOro naponsa» npegHasHayeH Ans U3MeHeH1s naponsi Ha Bxofd B web-
uHTepdenc. [ina yctaHOBKM naponst HeobxoauMo BBECTU HOBbLIN Napornb B 06a nonst n Haxatb KHomnky «Oky.
YT06bI HOBBIN NApOrb HaYan AeNCTBOBaTb, CrieayeT nepesarpy3nTs Npubop.

Mogpasgen «O6HOBNEHME NPOWMBKUY» MO3BONSeT O6HOBUTL MpOLIMBKY Mogema. [na atoro Heobxoammo
HaxaTb Ha KHomKy «O630op», BbibpaTb COOTBETCTBYIOLIMI havin MPOLUMBKM C paclumpeHuem . ftp n nocne
nosiBNeHnss HasBaHus danna npowwmBkM pagoM ¢ kHorkon «O630p» HaxaTb Ha kHonky «Ok», B cTpoke
«[lMporpecc» nossutcs ctatyc 3arpysku npowumsku (0...100 %). B cnyyae ycnelwwHoro o6HosneHns PLC-mogem
Oyoer aBTOMaTUYECKN NepesarpyxeH.

“l'lill CmeHa MAC-agpeca

Cwmena MAC-adpeca unu ecccmaroenesue zaeodcxkoeo MAC-adpeca npueedym k nepesaspyaxe

Wrdbopmauns CoxpaHéHHblii MAC [00:50:C2:12:E0:80 |

| CoXpaHHTL W Nepe3arpyauTe H OTMeHa |

Cereabie HacTpoMiH CMeHa KoH(WUIypaLuWOHHOro Napons

Hacrtpoiika SNMP Mapons yomaroener
HoBblii naponk: [saensee |
Hacrpoitka VLAN TMoBTOpUTe HOBLIA Napons: [ |

|E\ | OTMeHa |

Hactpoiika QoS OGHOBMEHWE NPOLMNEKN

HacTpoiika TpaHcueepa Modem bydem nepesazpyxer aemoOMaMUUEcKy & GllyJae yoreluHo2ao obHoanexun
B dann [ 0620p... | ®aiin e Bubpan.
Hactpoiika e
0,
aHeprocGepexeHns Mporpecc 0%
|E\ | OTmeHa |
AOMUHUCTPUPOBAHNE

O6HoBneHWe NpolwMnEekUn Yyepes FTP

PucyHok 7.18 — Pasgen «<AgMMHUCTpUpoBaHue»: cmeHa MAC-agpeca

Moppasnen «O6HoBNeHue npowunBku Yyepes FTP» no3sonser o6HOBWTL NPOLIMBKY C ncnonb3oBaHnem FTP
cepBepa. [ns atoro TpebyeTcsl 3agaTb agpec BHELUHEro cepBepa, MM nornb3oBaTtens u naponb k FTP
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7 Hactpownka

cepsepy. B ctpoke «msa cbannax» 3agaeTca nma canna npolumskn, Hanpumep, firmwareOWEN_v_1_15.ftp. B
obLiem crnyyae JOCTaTOMHO NCNONb3oBaTh 06bIYHOE o6HoBNeHue (Mogpasgen « O6HOBNEHNE NPOLUMBKNY ).

1 IEPUIIE YUITIHHUBIIEH

Hacrpoiika SNMP Hoewiii napons [sssnses \
MoBTOpHTE HOBBIIA NAPONb: \ |

|E\ \ DTMeHa:\

Hactpoika VLAN
OO6OHoBMNEHWE NPOLUNBKN

Hactpoitka QoS

Modem Gydem nepe3sazpyxeH aemMoMamuYecku @ cryJyae yenelHozo obHoaneHua

HacTpoiika Tpatcueepa dann [ o6z0p.... | ®aiin ve eubpar.
Mporpecc 0%
Hacrpoitka [0k [omhera]
aHeprocbepexeHus
OGHoBneHue npolunekn Yepes FTP
AQMUHUCTpUpOBaHWe
Modem Gydem nepe3sazpyxer a@mMoMamuYecKU @ CrydYae yenelHozo obHoaneHua
IP FTP-cepsepa: \ \
WA nons3osatens: \ |
BblitTh Mapont ‘ ‘
Vus dhaitna \ \
|

| ok

PucyHok 7.19 — Pazgen « AOMUHUCTpPUpPOBaHMe»: OGHOBMNeHue npowneku Yyepes FTP

Moppasnen «C6poc HacTpoek Ha 3aBoACKUE» NO3BONSET BbIMOMHUTL yAaneHHbIn cbpoc HacTpoek npubopa
K 3aBoACKMM. [1nsi cOpoca HacTpOeK Ha 3aBOACKME HAaXMUTE KHOMKY « COpOCUTbY.

COpoc HacTpoek Ha 3aBoACKue

| ChpocuTe |

PucyHok 7.20 — Pazaen « AGMUHUCTpUpPOBaHMe»: cOpoC HacCTpPoeK Ha 3aBOACKUe

Mogpasgen «lMepesarpy3ka» No3BOnseT BbIMOMHUTL YAANEHHYO nepesarpysky npubopa Ans npuMeHeHus
BHECEHHbIX n3MeHeHun. [ins nepesarpy3ku npubopa cnegyert HaxaTb KHOMKy «[lepesarpy3nTb»

MNepesarpyska

| Mepezarpy=uTs |

PucyHok 7.21 — Bknaaka «[lMepesarpy3ka»

Mepesarpyska Tpebyerca AnNs NpUMEHEHMSI MNPOU3BEOEHHbIX M3MeHeHul. [Ons nepesarpysku npubopa
crnenyeTt HaxaTb KHomMKy «[lepesarpy3nTby.
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8 TexHnyeckoe obcnyxmBaHne

8 TexHuyeckoe obcnyxuBaHue

8.1 O6bwme ykasaHus

Bo Bpemsi BbINONHEHNUs1 paboT No TexHUYeckomy obcnyxuBaHuio npubopa cneaoyet cobniogate TpeboBaHus
BesonacHocTM U3 pasgena 3.

TexHnyeckoe obcnyxuBaHne npubopa MNpPoOBOAUTCSH HE pexe OAHOro pasa B 6 mecsdueB W BKMAYaeT
cregyolve npoueaypsbl:

* NpoBepKa KpenneHunsi npubopa;

* NPOBEpKa BUHTOBbLIX COEANHEHWN;

* yoaneHue nbiiin n rpa3n ¢ KneMmmHuKka npm6opa.

9 MapkupoBka

Ha kopnyc npubopa HaHeCeHb!:
* HaMMeHoBaHue nNpnbopa;
* cTeneHb 3awwmThl kopnyca no FOCT 14254-2015;
* HANpsKEHMe NUTaHNS;
* noTpebnsemasi MOLLHOCTb;
* KNnacc 3aLmThl OT NopaxeHus anektTpunieckum Tokom no NOCT 12.2.007.0-75;
* 3HaK cooTBeTCTBMA TpebosaHuam TP TC (EAC);
* CTpaHa-n3roToBUTENb;
* 32aBOAICKOM HOMEP 1 faTa M3roToBrneHus npubopa.

Ha notpebutenbckyto Tapy HaHeCeHb!:
* HaMmeHoBaHWe npubopa;
* 3HaK cooTBeTCTBMSA TpeboBaHusam TP TC (EAC);
* CTpaHa-n3roToBuUTENb;
* 3aBOACKOM HOMEp M JaTa U3rotosrneHns npubopa.

10 YnakoBKa

YnakoBka npubopa npousBogntca B cootBetctBum ¢ [OCT 23088-80 B noTpebutenbckyo Tapy,
BbIMOTHEHHYHO N3 KopoboyHoro kapToHa no MOCT 7933-89.

YnakoBka npubopa npu nepecobinike noyton nponssoautca no FOCT 9181-74.

11 KoMnneKkTHOCTb

HauvmeHoBaHue KonuyectBo
MpuGop 1 wr.
Macnopt v MapaHTWiAHbIN TanoH 1 9Ks.
PykoBopacTeo no akcnnyataumm 1 9ks.

NMPUMEYAHUE
WN3rotoBuTenb octaBnseT 3a cobowt NpaBo BHECEHWUA AOMOMHEHWI B KOMNMEKTHOCTb npubopa.
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12 TpaHCnopTMpPOBaHUE N XpaHEeHUe

12 TpaHcnopTupoBaHue U XpaHeHue

MpuGop OomkeH TPaHCMOPTUPOBAaTLCA B 3aKPLITOM TpaHcnopTe noboro Buaa. B TpaHCNopTHLIX cpedcTBax
Tapa [ormkHa KpenuUTbCs COrnacHo npaeunam, AeNCTBYIOLMM Ha COOTBETCTBYIOLLMX BUAAX TpaHCMopTa.

YcnoBust TpaHCNOpPTMPOBaHUA AOMKHbI cooTBeTCTBOBaTh ycnosusam 5 no NOCT 15150-69 npu Temnepatype
OKpYyXatoLLlero Bo3gyxa oT MuMHyc 25 go nntoc 55 °C ¢ cobnogeHremM mep 3awuTbl OT yAapoB 1 Bubpauuin.

MpuGop crneayeT NepeBo3nTb B TPAHCNOPTHON Tape NOLWTYYHO UK B KOHTEHepax.

YCnoBusi XxpaHeHns B Tape Ha CKnage U3rotoBuTensi n notpebutens AomKHbI COOTBETCTBOBATL YCrnoBmam 1 no
FOCT 15150-69. B Bo3ayxe He AOMKHbI MPUCYTCTBOBATbL arpeccuBHbIE NPUMECH.

Mpnbop cnegyeT xpaHWUTb Ha cTennaxax.
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13 MNapaHTuHbIE 0b6si3aTenbCTBA

13 MNapaHTUNHLbIE 06sA3aTeNnbLCTBA

MN3roToBuTenb rapaHTUpyeT cooTBeTCTBME MpuGopa TpeGoBaHusM TY npu  cobGriogeHun  ycrioBuii
3KCMnyaTauum, TPaHCNOPTMPOBaHWS, XpaHEeHUS 1 MOHTaxa.

[apaHTUIHBLIA CPOK aKCNyaTaunm — 24 mecsiLa co OHA Npoaaxu.

B cnyy4ae Bbixoga npuGopa M3 CTPosi B TeYeHWE rapaHTUMHOTO cpoka npu COGMIOAEHUM  YCNOBWIA
aKcnnyaTauuv, TPaHCMOPTUPOBaHWS, XpaHEeHUs W MOHTaxa nNpeanpusiTue-u3roToBuTenb 06s3yeTcs
OCYLLIECTBUTL €ro GecnnaTtHbI PEMOHT MM 3aMeHY.

Mopsinok nepedayn npubopa B peMOHT COAEPXXUTCS B MACMopTe U B rapaHTUHOM TasioHe.
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Bo3aMoxHble HencnpaBHOCTN N METOAbl UX YCTPpaHEHUA

MpunoxeHune A. Bo3MOXHble HEMCNPABHOCTU U METOAbI UX YCTPaHEeHUA

Tabnuua A.1 — Bo3MOXHble HeMCNPaBHOCTU U MeToAbl UX yCTPaHEeHUA

HeucnpaBHOCTb

Bo3moxxHasn npuyYnHa

Cnocob ycTpaHeHus

He ynaetca yctaHOBUTL
CBSI3b MeXay
yCTponcTBamm

Bo3MOXHO, yCTpONCTBa HaxoOaTCs B
JOMEHHOWN CeTn

CeTb AomkHa G6bITb OAHOPaHIOBON

Afgpeca yCTpoONCTB HaxoOAaTCs B
pa3sHbIX NOACETAX

MepeHacTpouTb agpeca Ha OgHY
noaceTtb

CKOpOCTb CBSI3U HUXKE
3asiBNEHHON B
HacTpPOEHHOM AnanasoHe

HapyLueHa LenocTHOCTb NNMHWI CBA3K

MpoBepUTb NUHMIO CBA3U MEXAY
yCTPONCTBaMU NPUCOEANHEHUS

YacToTHbIM AnanasoH 3allyMieH
nomMexamm

BbiOpaTb Apyrov 4acTOTHbIV AuanasoH

He npumenunucoh
N3MEHEeHNs1 HaCTPOEK

He 6bina npoBegeHa nepesarpyska
yCTpOMCTBa

Mepesarpy3nTb yCTPOUCTBO U3
web-uHTepgenca nnm aamkHyB
knemmbl RES1 n RES2 Ha 1-2 ¢ (cMm.
PUCYHOK 5.2)
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Cnmcok OID napameTtpos

MpunoxeHune b. Cnucok OID napameTpoB

Tabnuua B.1 — Cnucok OID napameTpoB

oID HassaHue OnucaHue

1.3.6.1.2.1.1.1 sysDescr TekcToBOE ONUcaHne yCcTponcTaa

1.3.6.1.2.1.1.2 sysObijectID I1/Iu3eé-|T1M2)1MKaTop NpPou3BOANTENSA B pamKax Aepesa

1.3.6.1.2.1.1.3 sysUpTime Bpemsa ¢ MomeHTa nocrneaHemn 3arpy3km yCTponcTea

1.3.6.11.21.14 sysContact Nmga cuctemHoro meHemxepa 1 cnocobbl CBA3M C HAM

1.3.6.1.2.1.1.5 sysName NonHoe nms gomeHa

1.3.6.1.21.1.6 sysLocation dursnyeckoe MecTonosrnoXeHme CUCTeMbI

1.3.6.1.2.1.1.7 sysServices BenuyuHa, koTopas xapaktepuayeT ycnyru,
npeaocTaBnsemble y3romM

1.3.6.1.2.1.2.1 ifNumber Yuncrno ceTteBbIX UHTEpPencos

1.3.6.1.2.1.2.2.1.1 ifindex Cnuncok nHtepdencos ot 1 go ifNumber

1.3.6.1.2.1.2.21.2 ifDescr TekcToBOE onncaHne uHTepdenca

1.3.6.1.2.1.2.21.3 ifType Tvn nHtepdenca, Hanpumep, Ethernet

1.3.6.1.21.221.4 ifMtu Mtu onst KOHKpeTHOro nHTepdenca

1.3.6.1.2.1.2.21.5 ifSpeed CkopocTb B 6ut/c

1.3.6.1.2.1.2.2.1.6 ifPhysAddress | dusnyeckuin agpec unm cTpoka HyrneBow AnvHbI AN
HTepdencor 6e3 duranyeckoro agpeca

1.3.6.1.2.1.221.7 ifAdminStatus | TpebGyemoe cocTosiHue uHTepenca: BKIOYEH; BbIKITHOYEH;
TecTupyertcs

1.3.6.1.2.1.2.21.8 ifOperStatus TekyLlee cocTosiHMe nHTepdenca: BKIOYEH; BbIKITIOYEH;
TecTupyertcs

1.3.6.1.2.1.2.2.1.9 ifLastChange Sysuptime, korga nHTepdenc okasancs B 4aHHOM
COCTOSIHUM

1.3.6.1.2.1.2.2.1.10 ifinOctets MonHoe uncno nony4veHHbIx 6anToB

1.3.6.1.2.1.2.2.1.11 iflnUcastPkts Yncno nakeTos, OCTaBMEHHbIX HA BEPXHUIN CUCTEMHbIN
YypOBEHb

1.3.6.1.2.1.2.2.1.13 ifinDiscards Yucno nonyyeHHbIX, HO OTBEPrHYThIX MaKeToB

1.3.6.1.2.1.2.2.1.14 ifinErrors Ymncro nakeToB, MOMYyYEHHbIX C OLLNBKON

1.3.6.1.2.1.2.2.1.16 ifOutOctets Yuncno oTnpaBneHHbix 6anToB

1.3.6.1.2.1.2.2.1.17 ifOutUcastPkts | Yucno unicast- nakeToB, NONy4YeHHbIX C BEPXHETO
CUCTEMHOrO YPOBHS

1.3.6.1.2.1.2.2.1.19 ifOutDiscards KonnyecTBo OTBEPrHYThIX MAKeTOB U3 YMcna oTnpaBneHHbIX

1.3.6.1.2.1.2.2.1.20 ifOutErrors Ymncro oTnpaBneHHbIX NAKETOB, COAEPXKALLMX OLLMOKM

1.3.6.1.2.1.4.20 ipAddrTable Tabnvua agpecHon nHdopmauumn, oTHocsALLencs K IP-

agpecam 3Toro obbekTa
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